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Northwest Mental Health
Technology Transfer Center

Our Role:

Provide training and technical assistance (TA) in evidence-based practices (EBP) to behavioral
health and primary care providers, and school and social service staff whose work has the potential to
improve behavioral health outcomes for individuals with or at risk of developing serious mental iliness in

SAMHSA's Region 10 (Alaska, Idaho, Oregon, and Washington).

Our Goals:

Ensure availability and delivery of free, publicly-available training and TA to Region 10 providers.

Heighten awareness, knowledge, and skills of the workforce addressing the needs of individuals with mental
illness.

Accelerate adoption and implementation of mental health-related EBPs across Region 10.

Foster alliances among culturally diverse mental health providers, policy makers, family members, and
clients.

www.mhttcnetwork.org/northwest



The use of affirming language inspires hope and advances recovery.

L ANGUAGE MATTERS.

Words have power.
= PEOPLE FIRST. =

The MHTTC uses affirming language to promote the
promises of recovery by advancing evidence-based and
culturally informed practices.
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> We'll share info about logistics

> et us know if you are having tech issues
> To you: from our training team

> From you: only visible to hosts/panelists

> NOT for content-related questions (see next
slide)
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L M HTT I\/Iental Health Technology Transfer Center Network
Questions — 2 options (participants are muted):

1. Type question into Q&A Window

"y

OR

2. Raise hand (will be called on/unmuted in order)

Audio Settings
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Northwest (HHS Region 10)
MHTTC e I e
“After today’s session

Please complete the evaluation surveys
(LINK):

> Will be shared in the chat box near the end & also emailed out

>

> Helps the presenters plan future sessions

There will NOT be certificates or CEUSs for this series.
« Shides, recording & resources WILL be posted afterward

FARBORVIEW
BEHAVIORAL HEALTH INSTITUTE MEDICAL CENTER

UW Medicine |¥¥KingCounty



Behavioral Health Institute (BHI)
Training, Workforce and Policy Innovation Center

The Behavioral Health Institute (BHI) Is a Center of Excellence where
innovation, research and clinical practice come together to improve
mental health and addiction treatment. The BHI established initial
priority programs which include:

» Improving care for youth and young adults with early psychosis
» Behavioral Health Urgent Care Walk in Clinic
 Expanded Digital and Telehealth Services

» Behavioral Health Training, Workforce and Policy Innovation Center

HARBORVIEW
BEHAVIORAL HEALTH INSTITUTE MEDICAL CENTER

UW Medicine | % King County




Today's Presenters

Christine Khaikin, JD
CoE-PHI Health Privacy Associate

Caroline Waterman, MA, LRC, CRC
CoE-PHI SUD Project Lead

Sally Friedman, JD
CoE-PHI Senior Health Privacy Training & TA Director

Michael Graziano, MPA
CoE-PHI Project Director

Today's Panelists

Marc_Aveel, MD _
Principal Consultant, Health Management Associates

Brad Felker, MD
VA Puget Sound Health Care System _ _ _
Professor, University of Washington, Dept. of Psychiatry & Behavioral Sciences

Gail Kreiger, BSN
Section Manager _ _ o _ _
Medicaid Compliance Review and Analytics, Medicaid Program Operations and Integrity

Melody McKee, MS, SUDP . _ _
Program Director, Behavioral Health Training, Workforce and Policy Innovation Center,
Behavioral Health Institute

Cara Towle MSN RN MA _
Associate Director, Telepsychiatry
University of Washington
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Supporting WA State BH
Providers to Optimize Telehealth
in Response to COVID-19

By
Z CAl LAC &

CoE-PHI Presentation to
the Northwest MHTTC

May 13t", 2020 - 2:00 PM PST

e and Mental Health Services Administration
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O
Center of Excellence
for Protected Health Information

Funded by SAMHSA, the CoE-PHI develops and
disseminates resources, training, and TA for states,
healthcare providers, school administrators and individuals
and families to improve understanding and application of

federal privacy laws and regulations,
when providing and receiving
treatment for SUD and mental iliness.

Resources, training, technical assistance, and any other information
provided through the CoE-PHI do not constitute legal advice.

N
Z CAl LAC £

Funded by Substance Abuse and Mental Health Services Administration
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Presenters

Christine Khaikin, JD CoE-PHI Health Privacy Associate

Caroline Waterman, CoE-PHI SUD Project Lead
MA, LRC, CRC
Sally Friedman, JD CoE-PHI Senior Health Privacy

Training & TA Director
Michael Graziano, MPA  CoE-PHI Project Director
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F®cus:

< CAl

Presentation Objectives

Identify basic requirements of
42 CFR Part 2 and HIPAA

Explore recent changes to federal
privacy laws outlined in the CARES Act

Explore privacy law application to
telehealth in accordance with recently
released SAMHSA and OCR guidance

Describe how to access resources and
TA provided by the CoE-PHI

Funded by Substance Abuse and Mental Health Services Administration
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FEDERAL PRIVACY LAWS

S cAl LAC &

Funded by Substance Abuse and Mental Health Services Administration



F®&cus:
HIPAA

Applies to covered entities
(healthcare providers, health plans,
healthcare clearinghouses) and BAs

» Protects privacy and security of
general health information

Purpose: to protect health data
integrity, confidentiality, and
accessibility

Permits disclosures without patient
consent for treatment, payment, and
healthcare operations

< CAI

42 CFR Part 2

Applies to SUD patient records from
federally-assisted “Part 2 programs”

» Protects privacy and security of
records identifying individual as
seeking/receiving SUD treatment

Purpose: to encourage people to
enter and remain in SUD treatment
by guaranteeing confidentiality

Requires patient consent for
treatment, payment, and healthcare
operations, with limited exceptions

AAAAAA
EEEEEE

Funded by Substance Abuse and Mental Health Services Administration
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CHANGES TO PART 2 IN
CARES ACT

Funded by Substance Abuse and Mental Health Services Administration
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Changes to the Law
and Regulations

Statute Regulations

March 27, 2020 —  August 26, 2019 — SAMHSA

Congress amended proposed changes to

statute regulations; CARES Act
requires new regulations

Effective: March Effective: pending
2021

% CAl LAC &
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Changes in the CARES Act

« Still requires initial patient consent to
disclose protected SUD records

 After initial consent, some re-disclosures
permitted:

— For treatment/payment/healthcare operations
(“TPQO") by HIPAA covered entities, business
associates, and Part 2 programs

— Patient still has right to revoke initial consent

< CAl

Funded by Substance Abuse and Mental Health Services Administration
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Poll Question #1

True or False: The CARES ACT
repealed 42 CFR Part 2.

dTrue
dFalse
dNot Sure
Z CAl LAC i

Funded by Substance Abuse and Mental Health Services Administration



FeCcus: .
Poll Question #1

False: The CARES Act makes some changes to the

SUD privacy law, and will require future changes to
Part 2.

« The CARES Act goes into effect March 27, 2021.

« The CARES Act does not repeal the SUD privacy
law or regulations.

- LEGAL
< CAl LAC s

Funded by Substance Abuse and Mental Health Services Administration
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PHI regulations protect patient privacy, give you
flexibility to provide the best possible treatment, and

help clarify the boundaries in protecting and sharing
patient information.

COVID-19 AND
TELEHEALTH

LLLLL

‘2 CAI LAC ==

Funded by Substance Abuse and Mental Health Services Administration
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Poll Question #2

What methods are you currently (or
considering) using to provide
telehealth services?

O HIPAA-compliant video communications (e.g.; Skype for
Business, Updox, Zoom Health, WebEx, GoTo Meeting)

O Other video communications (e.g.; Apple FaceTime, Facebook
Messenger video, Google Hangouts, Zoom, Skype)

1 Encrypted text messaging
1 Phone calls
 other

-
% CAI LA

Funded by Substance Abuse and Mental Health Services Administration
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Privacy Considerations for
Telehealth During COVID-19

* How do privacy laws apply?

* How to protect privacy and security at:
— Provider’s location
— Patient’s location

- LEGAL
S cAl LAC 5




F®&cus:
HIPAA

Applies to covered entities
(healthcare providers, health plans,
healthcare clearinghouses) and BAs

» Protects privacy and security of
general health information

Purpose: to protect health data
integrity, confidentiality, and
accessibility

Permits disclosures without patient
consent for treatment, payment, and
healthcare operations

< CAI

42 CFR Part 2

Applies to SUD patient records from
federally-assisted “Part 2 programs”

» Protects privacy and security of
records identifying individual as
seeking/receiving SUD treatment

Purpose: to encourage people to
enter and remain in SUD treatment
by guaranteeing confidentiality

Requires patient consent for
treatment, payment, and healthcare
operations, with limited exceptions

AAAAAA
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OCR Bulletin: COVID-19

OCR announced it will waive potential penalties for
HIPAA violations arising out of good-faith use of
telehealth:

* Providers may use popular video chats, like
gaceTime, Messenger, Google Hangouts, Zoom, or
Kype

* Providers do not need to have a BAA in place

* Does not matter whether telehealth service is directly
related to COVID-19

If possible, still best practice to use secure, HIPAA
compliant services and have BAA in place

-
% CAI LA
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SAMHSA GUIDANCE
AND PART 2

S cAl LAC &

Funded by Substance Abuse and Mental Health Services Administration
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@
Quick Review: 42 CFR § 2.51
Medical Emergencies

Part 2 permits disclosures w/o written
consent to medical personnel in order to
treat a bona fide medical emergency

— Information may be re-disclosed for treatment
purposes

— Cannot use this provision to “override”
patient’s objection to a disclosure

— Part 2 program must make note in patient
file regarding disclosure

L
Z CAl LAC i
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SAMHSA Guidance: COVID-19

SAMHSA's COVID-19 Part 2 Guidance

emphasizes that providers have discretion
to determine whether bona fide medical
emergency exists




F@®cus: .
Key Points

SAMHSA has not eliminated Part 2’s requirements for
written consent to share information

As before - no consent is required in a medical

emergency, but SAMHSA has given providers
more discretion

E-signatures and photocopied signatures are okay!

- LEGAL
% CAI LAC =3
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TELEHEALTH AND PRIVACY:

Provide I menta I B working rapldly to ir
thelr patler 0 I [ COVID-19 |

e
sharmq protected health mfurnmlmn ina

HERE IS WHAT YOU NEED TO KEEP IN MIND :

@ You Should Sill Take Action to Protest Client Confidential Information
may increase the number of people and systems with access to confidential heafth information.
Providers should try to avoid public wi-fi, password protect their devices, and keep any confidential files
seclre.

@ You Can Use Widely Available Apps to Support Service Delivery
that it will waive potential penalties for violations arising out of good faith use of teleheatth.
Providers can use widely available private facing apps such as Zoom, FaceTime, or Skype, even without a BAA
in place. The OCR announcement includes a comprehensive list of telehealth options providers can use.

3 Key Points for Part 2 Consent Forms
In-person consent for sharing protected health information is not needed
Part 2 allows e-signatures on consent forms, as long as state law permits.
Providers should obtain conzent from the patient to disclose to the telehealth service if it will have access to
patient information.
Consent is needed for disclosures of patient-identifying \mnrmannn to payers and other non-medical
third parties and must be accompanied bya

@ You Can Shars Patient Information for Treatment Purposes When a Medical Emergency Exists

Part 2's current exception for medical emergencles alrsady permits the disclosure, or sharing, of patient

\denmymg information for treatment purposes without a consent form! when a medical emergency exists.”
emphasizes that providers can make their own determinations whether a “medical

eme rganuy‘ ausls

Any disclosures must be documented in the patient record

Providers should remember that disclosures made under this exception do not continue to have Part 2

protections.

1. AKAauthorization or Relsass of Informatien (ROI)
2. RS

L|nk to Provider TH Tips

Fecus.:PHI TIPS
TO KEEP YOUR TELEHEALTH VISIT PRIVATE

Seek Treatment and Support with Confidence

Understand your rights and responsibllities for
protecting your personal health Information.

PRIVACY IS IMPORTANT!
There are a few steps you can take to maintain your privacy when receiving
mental health or substance use disorder services through telehealth.

If your provider gives you a choice batween video apps (for example: Zoom, WhatsApp, or Facebook
Messenger), use the most private option available.
If you're not sure, ask your provider.
Do NOT use apps like TikTok, Twitch, or Facebook Live, where posts can be viewed by more people.
Maka sure you adjust your privacy settings for tha telehealth app (for axample: turn on encryption
and turn off location services).
If you have to use someona else’s device to receive treatment and you don't want them to have access
1o your treatment information, you should:
Inform your treatment provider that it is NOT your device so they don’t send confidential treatment
infarmation to the device.
[After using another's device, delete any history of communication about your treatment from the
device. You can also set the device's browser to “incognito”™ mode to prevent it from storing history.

‘Q’_ PROTECT YOUR COMMUNICATIONS:

PREPARE YOUR SURROUNDINGS:
Make sure your roommates, friends, or family can't overhear you during a confidential telehealth session
with your provider.
Use headphones and find a quiet, private space for your visit to help protect your privacy.
Use a “Safe Word" with your provider to alert thern when someone enters your private space, so that private
information isn't shared in their presence.
Think about the privacy of others in group Be aware that people in your
surroundings may overhear other patients and take steps to protect their confidentiality.

PROTECT YOUR DEVICE (PHONE, TABLET, COMPUTER):
Make sure your device is password protected.
If using wireless internet, make sure your wi-fi is password protected and avoid using public wi-fi.
Who else knows your password? If others know your password and you don't want them to have access
to your treatment information, you may consider changing # now.

& 5B CAI LAC B ruduschip

Link to Client T Tips

CoE-PHI Telehealth Resources
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Accessing the CoE-PHI
Request TA

coephi.org/technical-assistance

F@&cus:

QUICK LINKS

u
PROJECT OVERVIEW REQUEST TA
e S o u rc e I ra WHO IS INVOLVED IN THE +
INITIATIVE? Please use the form to request Technical Assistance.

coephi.org/resource-center

Role/Job Title

Organization Name

Organization Type
- Select a value - v

Affiliation
- None - v

State/Territory
- None - v

—
Zip Code
‘\
——

Contact Phone Number

Email *
DISCLAIMER
Resources, training, technical
assistance, and any other
information provided through the
CoE for PHI do not constitute
legal advice. For legal advice,

Your Question

including legal advice on other e
applicable state and federal laws,
please seek out local counsel. 1s your question urgent? *

No

Yes

-_

& CAl LAC i
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Q&A AND DISCUSSION

< CAI LAC &4
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o
Webinar Evaluation
Following the conclusion of this webinar,
you will be sent a link to complete a brief
evaluation.
< CAI LAC =%

Funded by Substance Abuse and Mental Health Services Administration



Behavioral Health Institute (BHI)
Training, Workforce and Policy Innovation Center

BEHAVIORAL HEALTH TELEHEALTH RESOURCE

For more information including upcoming training
& additional resources:

Visit us online:
https://bhi-telehealthresource.uwmedicine.orqg/

Email us:
melmckee@uw.edu

HARBORVIEW
BEHAVIORAL HEALTH INSTITUTE MEDICAL CENTER

UW Medicine | % King County




Your Feedback is Important:

Post-event MHTTC surveys
are critical to our work! |

* Please complete the anonymous
evaluation by following the link in the
chat box & you'll get a reminder email
also.

eeeeee

reset

« Evaluation data is necessary for
continued funding to offer programs e

Native Hawailan or Other Pacific Islander

We greatly appreciate your feedback!

Your feedback helps us to improve and
develop future programing. =
y



CoE-PHI Webinar Evaluation

In a couple of days, you will be sent a link to
complete a brief evaluation for the presenters’
organization.

We value your opinion- please take the time to
complete our evaluation!

= Fecus:PH I

5/13/20 CoE-PHI Webinar: "Supporting WA State BH Providers to Optimize
Telehealth in Response to COVID-19" Feedback Survey

minutes to complete. Thank you for your tima.

HARBORVIEW
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Get in Touch

.'/ Visit us online:
o www.mhttcnetwork.org/northwest

Follow us on social media:

n @NorthwestMHTTC

Email us:
2. horthwest@mhttcnetwork.org

Find out about:

* Upcoming trainings

 New online trainings

 Resources and Research Updates



Thank You!

Northwest (HHS Region 10)

M I ITT Mental Health Technology Transfer Center Network
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